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DETAILED ACTION 

1. The Amendment, and remarks therein, received on 10/07/2005 have been entered 
and carefully considered. 

Response to Amendment 

2. As per claim 1,15 and 22 applicant suggests that Carswell and Atkinson do not 
teach, show or suggest the present invention, either individually or as combined the 
limitation "if the message is not authentic, not transferring the decrypted message to 
the host processor". 

3. The examiner carefully considered applicant's arguments and points out that the 
three main areas of security in computing are: confidentiality, integrity and 
availability (e.g. Pfleeger, "Security Goals", pg. 4-5). Carswell aims to address the 
confidentiality while encrypting communicated messages. Carsweirs invention 
utilizes a secure processor that decrypts and sends data to a host processor. 
Atkinsons extends confidentiality with integrity and availability. In Atkinsons' 
invention encryption is used to authenticate authenticity and integrity of received 
messages. Atkinsons' invention is an ideal complement to Carsweirs invention that 
provides separate processors, one of them offering decryption capabilities. Thus, 
combination of Carswell and Atkinsons would have been obvious to one of ordinary 
skill in the art at the time of applicant's invention given the benefit of providing 
authenticity and integrity of the received messages. 
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4. Although Atkinsons does not explicitly disclose permitting transfer of the decrypted 
message to the host processor if the message is authentic, and to not permit 
transfer of the decrypted message if the message is not authentic. 

However, such an implementation would also be obvious to one of ordinary skill in 
the art; as discussed above, the integrity and availability are two main goals of 
security in computing. Atkinsons application detects malicious messages (e.g. 
viruses, col. 2 lines 50-52) that not only jeopardize integrity of a system but also can 
easily escalate to lost availability. Thus, it would have been obvious to one of 
ordinary skill in the art at the time of applicant's invention to stop any suspicious 
message given the benefit of the preventive security. 

5. Claims 1-22 have been examined. 

6. Objections to drawings and the specification (the Abstract) as well as 35 USC § 1 12 
claim rejections have been withdrawn. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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7. Claims 1-5, 9-22 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Carswell et al. (U.S. Patent No. 5365591) in view of Touboul (U.S. Patent No. 
5978579). 

8. As per claims 1-2, 5, 9-11, 15-19 and 22 Carswell et al. teach a method and 
apparatus for performing authentication of messages in a dual processor device 
comprising receiving an encrypted message at the dual processor device (col. 2 
lines 39-41 and lines 53-56) using a secure processor (crypto processor) of the dual 
processor device to decrypt the message (col. 1 lines 52-55), receiving the 
encrypted message at a cable telephony adapter (modem, Fig. 1 and col. 2 lines 46- 
54), coupling cable telephony adapters (that includes the cable telephony adapter) 
with a telephony network (Fig. 1), coupling the cable telephony adapters with user 
computers (Fig. 1 and col. 2 lines 46-48 and 56-58), establishing a communication 
between the user computer and the second user computer via the telephony adapter 
and the second cable telephony adapter (Fig. 1 and col. 2 lines 46-58), transmitting 
and receiving clear text to the user computer (col. 2 lines 46-58). 

9. Carswell et al. do not teach authenticating of the message via an authentication 
calculation that utilizes an authentication certificate, so as to determine whether the 
message is authentic is said message is authentic, transferring the decrypted 
message to the host processor for use by the host processor, and if the message is 
not authentic, not transferring the decrypted message to the host processor, 
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lO.Touboul discloses teach authenticating a message via an authentication calculation 
using an authentication certificate, so as to determine whether the message is 
authentic and transfer the message only if it is authentic (col. 6 lines 49-58). 
It would have been obvious to one of ordinary skill in the art at the time of applicant's 
invention to extend the encryption capability of a secure processor that sends the 
decrypted message to the host processor as taught by Carswell et al. by 
authenticating the message via an authentication calculation that utilizes an 
authentication certificate so as to determine whether the message is authentic and 
allow transfer only the authentic messages as taught by Touboul. One of ordinary 
skill in the art would have been motivated to perform such a modification in order to 
protect the system from suspicious messages (Touboul, col. 1 lines 60-61). 

1 1 .Atkinsons does not explicitly disclose permitting transfer of the decrypted message 
to the host processor if the message is authentic, and to not permit transfer of the 
decrypted message if the message is not authentic, such an implementation would 
also be obvious to one of ordinary skill in the art. 

12. However, the integrity and availability are two main goals of security in computing. 
Atkinsons application detects malicious messages (e.g. viruses, col. 2 lines 50-52) 
that not only jeopardize integrity of a system but also can easily escalate to lost 
availability. Thus, it would have been obvious to one of ordinary skill in the art at the 
time of applicant's invention to stop any suspicious message given the benefit of the 
preventive security. 
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13. As per claims 12-14 in authentication of certificates (including the disclosed by art of 
record the Verisign certificates) a certified public key is utilized to verify a signature. 

14. As per claims 3-4 and 20 Carswell et al. and Touboul do not explicitly teach coupling 
cable telephony adapters with gateway controllers. 

Official Notice is taken that coupling using gateway controllers (switches) to service 
devices in order to service requests from customers of telephony systems is old and 
well-established in the art (e.g. Miller et al., Fig. 1, Stallings, pg. 231-237). Thus, it 
would have been obvious to one of ordinary skill in the art at the time of applicants 
invention to couple (incorporate) gateway controllers with (to service) the cable 
telephony adapters. One of ordinary skill in the art would have been motivated to 
perform such a modification in order to provide digital path between the devices of 
customers utilizing cable telephony adapters and other remote entities. 

15. Claims 1-5, 9-22 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Carswell et al. (U.S. Patent No. 5365591) in view of Atkinson et al. (U.S. Patent No. 
5892904). 

16. As per claims 1-2, 5, 9-11, 15-19 and 22 Carswell et al. teach a method and 
apparatus for performing authentication of messages in a dual processor device 
comprising receiving an encrypted message at the dual processor device (col. 2 
lines 39-41 and lines 53-56) using a secure processor (crypto processor) of the dual 
processor device to decrypt the message (col. 1 lines 52-55), receiving the 
encrypted message at a cable telephony adapter (modem, Fig. 1 and col. 2 lines 46- 
54), coupling cable telephony adapters (that includes the cable telephony adapter) 
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with a telephony network (Fig. 1), coupling the cable telephony adapters with user 
computers (Fig. 1 and col. 2 lines 46-48 and 56-58), establishing a communication 
between the user computer and the second user computer via the telephony adapter 
and the second cable telephony adapter (Fig. 1 and col. 2 lines 46-58), transmitting 
and receiving clear text to the user computer (col. 2 lines 46-58). 

17. Carswell et al. do not teach authenticating of the message via an authentication 
calculation that utilizes an authentication certificate, so as to determine whether the 
message is authentic is said message is authentic, transferring the decrypted 
message to the host processor for use by the host processor, and if the message is 
not authentic, not transferring the decrypted message to the host processor, 

18. Atkinson et al. teach authenticating a message via an authentication calculation 
utilizing an authentication certificate so as to determine whether the message is 
authentic (authentication certificate, Atkinson et al., col. 2 line 61- col. 3 line 4). 

It would have been obvious to one of ordinary skill in the art at the time of applicant's 
invention to expend the encryption capability of a secure processor that sends 
decrypted message to the host processor as taught by Carswell et al. by 
authenticating the message via an authentication calculation utilizing an 
authentication certificate so as to determine whether the message is authentic as 
taught by Atkinson et al. One of ordinary skill in the art would have been motivated 
to perform such a modification in order to ensure the authenticity and integrity of the 
message (Atkinson et al., Abstract). 
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19. Atkinsons does not explicitly disclose permitting transfer of the decrypted message 
to the host processor if the message is authentic, and to not permit transfer of the 
decrypted message if the message is not authentic, such an implementation would 
also be obvious to one of ordinary skill in the art. 

20. However, the integrity and availability are two main goals of security in computing. 
Atkinsons application detects malicious messages (e.g. viruses, col. 2 lines 50-52) 
that not only jeopardize integrity of a system but also can easily escalate to lost 
availability. Thus, it would have been obvious to one of ordinary skill in the art at the 
time of applicants invention to stop any suspicious message given the benefit of the 
preventive security. 

21. As per claims 12-14 in authentication of certificates (including the disclosed by art of 
record the Verisign certificates) a certified public key is utilized to verify a signature. 

22. As per claims 3-4 and 20 Carswell et al. and Atkinson do not explicitly teach 
coupling cable telephony adapters with gateway controllers. 

23. Official Notice is taken that coupling using gateway controllers (switches) to service 
devices in order to service requests from customers of telephony systems is old and 
well-established in the art (e.g. Miller et al., Fig. 1, Stallings, pg. 231-237). Thus, it 
would have been obvious to one of ordinary skill in the art at the time of applicant's 
invention to couple (incorporate) gateway controllers with (to service) the cable 
telephony adapters. One of ordinary skill in the art would have been motivated to 
perform such a modification in order to provide digital path between the devices of 
customers utilizing cable telephony adapters and other remote entities. 
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24. Claims 6-8 are rejected under 35 U.S.C. 103(a) as being unpatentable over Carswell 
et al. (U.S. Patent No. 5365591) in view of Touboul (U.S. Patent No. 5978579) and 
further in view of Miller et al. (U.S. Patent No. 5402474). 

25. The teaching of Carswell et al. in view of Touboul was discussed supra. 

26. Carswell et al. and Touboul do not teach coupling a provisioning server, a billing 
host and a customer service representative center with the cable telephony network. 

27. Miller et al. discloses a customer service representative center (Miller et al., Fig. 1) 
coupled with a cable telephony network. The customer service representative 
center includes a billing host and a provisioning server (archive server). 

It would have been obvious to one of ordinary skill in the art at the time of applicant's 
invention to include the customer service representative center including a billing 
host and a provisioning server as taught by Miller et al. into Carswell et al. in view of 
Touboul invention. One of ordinary skill in the art would have been motivated to 
perform such a modification in order to provide competitive advantage (Miller et al., 
col. 1 lines 26-30 and col. 3 lines 35-37), gather billing, auditing and system 
management information (Miller et al., col. 5 lines 3-9). 

28. Claims 6-8 are rejected under 35 U.S.C. 103(a) as being unpatentable over Carswell 
etal. (U.S. Patent No. 5365591) in view of Atkinson et al. (U.S. Patent No. 
5892904) and further in view of Miller et al. (U.S. Patent No. 5402474). 

29. The teaching of Carswell et al. in view of Atkinson et al. was discussed supra. 

30. Carswell et al. and Atkinson do not teach coupling a provisioning server, a billing 
host and a customer service representative center with the cable telephony network. 
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31 . Miller et al. discloses a customer service representative center (Miller et al., Fig. 1) 
coupled with a cable telephony network. The customer service representative 
center includes a billing host and a provisioning server (archive server). 
It would have been obvious to one of ordinary skill in the art at the time of applicant's 
invention to include the customer service representative center including a billing 
host and a provisioning server as taught by Miller et al. into Carswell et al. in view of 
Atkinson et al. invention. One of ordinary skill in the art would have been motivated 
to perform such a modification in order to provide competitive advantage (Miller et 
al., col. 1 lines 26-30 and col. 3 lines 35-37), gather billing, auditing and system 
management information (Miller et al., col. 5 lines 3-9). 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure: Webopedia, "Digital certificate". 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Peter Poltorak whose telephone number is (571) 
272-3840. The examiner can normally be reached Monday through Thursday from 
9:00 a.m. to 4:00 p.m. and alternate Fridays from 9:00 a.m. to 3:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jacques Louis Jacques can be reached on (571) 272-6962. The fax 
phone number for the organization where this application or proceeding is assigned 
is (571)273-8300. 



Application/Control Number: 09/890,179 



Page 1 1 



Art Unit: 2134 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



3 jiz/e 6 





